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In its continued efforts to “do something” 
about health information integrity, the 
California Legislature passed two bills 
this session that expand California’s 
health information privacy and security 
requirements. The first bill, Senate Bill 
24 (SB 24), amends California’s security 
breach notification law2 to add content 
and reporting requirements regarding 
breach notification. The second bill, Senate 
Bill 850 (SB 850), amends California’s 
Confidentiality of  Medical Information Act 
(“CMIA”)3 and requires an electronic health 
record (“EHR”) or electronic medical 
record (“EMR”) system4 to automatically 
generate detailed audit trails when 
electronically stored medical information is 
created, deleted, modified, or accessed. Both 
bills are effective January 1, 2012. Despite 
(or perhaps because of) the hand-wringing 
that often accompanies privacy-related 
legislation, the final versions of  these bills 
largely duplicate existing federal and state 
laws and codify industry best practices. 
However, these bills also impose some new 
requirements that differ from existing 
laws, and providers and their counsel will 
need to familiarize themselves with these 
changes. This article summarizes these new 
requirements and highlights some of  the 
compliance challenges the new laws may 
create.

CALIFORNIA’S BREACH 
NOTIFICATION LAW EXPANDED 
TO INCLUDE ADDITIONAL 
CONTENT AND REPORTING 
REQUIREMENTS

On August 18, 2011, the California 
Legislature passed SB 24, which amends 
Civil Code section 1798.82 (“Section 
1798.82”) to include additional content 
and reporting requirements regarding 
breach notifications. Governor Brown 
signed these changes into law on August 31, 
2011, and they become effective January 

1, 2012. Some providers’ existing breach 
notification policies and procedures may 
comply with the new content requirements, 
which largely mirror the federal HITECH 
Act.5 However, Section 1798.82 also 
contains new reporting requirements that 
differ from existing federal and state laws. 
In addition, the changes to Section 1798.82 
do not alter licensed health facilities’ breach 
notification obligations under California 
Health & Safety Code section 1280.15 (SB 
541).

WHOM DO THESE CHANGES AFFECT?

Section 1798.82 applies to all persons or 
businesses in California that own or license 
computerized data that includes “personal 
information.” Personal information 
includes an individual’s first name or first 
initial and last name, in combination 
with any one or more of  a specified set 
of  data elements,6 when either the name 
or the data elements are not encrypted. 
Thus, the amendments to Section 1798.82 
affect all persons or businesses that own 
or license electronic consumer records 
containing unencrypted data. This generally 
will include most, if  not all, health care 
providers, and their “business associates” 
under HIPAA.

WHAT DO THE CHANGES REQUIRE?

SB 24 enacts four key changes to Section 
1798.82:

1.	 Standardized contents of  breach 
notifications. As amended, Section 
1798.82(d) requires that security 
breach notifications be written in 
“plain language” and include, at a 
minimum, the following information:

•	 The name and contact information 
of  the reporting person or business 
subject to Section 1798.82;

•	 A list of  the types of  personal 
information that were or are 
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reasonably believed to have been the 
subject of  a breach;

•	 If  possible to determine at the time 
the notice is provided, the notice 
should include any of  the following: 
a) the date of  the breach, b) the 
estimated date of  the breach, or c) 
the date range within which the 
breach occurred.

•	 The date of  the notice;

•	 Whether notification was delayed 
as a result of  a law enforcement 
investigation, if  that information is 
possible to determine at the time the 
notice is provided;

•	 A general description of  the breach 
incident, if  that information is 
possible to determine at the time the 
notice is provided; and

•	 The toll-free telephone numbers 
and addresses of  the major credit 
reporting agencies if  the breach 
exposed a Social Security number 
or a driver’s license or California 
identification card number.

•	 In addition, at the discretion of  the 
reporting person or business, the 
security breach notification may 
also include: a) information about 
what the person or business has 
done to protect individuals whose 
information has been breached; 
and/or b) advice on steps that the 
person whose information has been 
breached may take to protect himself 
or herself.

2.	 HITECH Act compliance by HIPAA 
covered entities deemed compliance 
with new content requirements. In an 
effort to coordinate California’s breach 
notification law with federal law, new 
Section 1798.82(e) provides that a 
“covered entity” under HIPAA will 
be deemed to have complied with the 
new notice content requirements under 

Section 1798.82(d) “if  it has complied 
completely” with the HITECH Act 
notice content requirements set forth at 
42 U.S.C. section 17932(f).

However, HITECH Act compliance will 
not exempt a covered entity from any 
other provision of  Section 1798.82; 
e.g., the new reporting requirements, 
discussed below. In addition, even if 
breach notification is not required 
under the HITECH Act (e.g., because 
the covered entity has determined that 
the incident does not pose a significant 
risk of  financial, reputational, or 
other harm to the individual), breach 
notification may still be required 
under Section 1798.82, because 
California law does not contemplate a 
“harm analysis” as the HITECH Act 
does. Finally, because revised Section 
1798.82(e) exempts only “covered 
entities” from the new notice content 
requirements, “business associates” 
under HIPAA still will be required to 
fully comply with their obligations 
under both the HITECH Act and 
Section 1798.82.

3.	 Attorney General notice required if 
more than 500 residents affected. New 
Section 1798.82(f) provides that any 
person or business that is required to 
issue a security breach notification 
pursuant to Section 1798.82 to more 
than 500 California residents as a 
result of  a single breach of  the security 
system shall electronically submit a 
single sample copy of  that security 
breach notification, excluding any 
personally identifiable information, to 
the Attorney General. That copy shall 
not be considered to be a record of 
complaint or investigation exempt from 
disclosure under the California Public 
Records Act.

4.	 “Substitute notice” now requires 
notice to Office of  Privacy Protection. 

In situations where direct notice to 
affected individuals would be overly 
expensive or ineffective,7 the law allows 
for “substitute notice” to be given 
instead. As amended, the substitute 
notice provisions of  Section 1798.82(j) 
now require additional notification 
to the Office of  Privacy Protection 
within the State and Consumer 
Services Agency. Under revised Section 
1798.82(j), substitute notice must 
consist of  all of  the following:

•	 Email notice when the person or 
business has an email address for the 
subject persons; and

•	 Conspicuous posting of  the notice 
on the Internet website page of  the 
person or business, if  the person or 
business maintains one; and

•	 Notification to major statewide 
media and the Office of  Privacy 
Protection within the State and 
Consumer Services Agency.

There are no explicit penalties for failure 
to comply with Section 1798.82. However, 
the California Attorney General could 
prosecute violations of  Section 1798.82 as 
unfair business practices under California’s 
Business and Professions Code.

BACKGROUND TO THE CHANGES

SB 24 attempts to fill a perceived “gap” in 
California’s breach notification laws, which 
the bill’s authors note are: 

silent on what information should 
be contained in the notification. 
As a result, [security breach 
notification] letters vary greatly in 
the information provided, leaving 
consumers confused and businesses 
exposed. SB 24 fills this gap by 
establishing standard, core content 
for the notification letters, thereby 
ensuring the notifications actually 
work.8
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The amendments in SB 24 stem from a 
growing body of  federal and California 
breach notification requirements:

•	 Section 1798.82. Section 1798.82 
already requires any person or business 
covered by the statute to disclose a breach 
of  the security of  the system to any 
California resident whose unencrypted 
personal information was, or was 
reasonably believed to have been, acquired 
by an unauthorized person.9 The law 
requires that disclosure be made using 
either written notice, electronic notice, 
or substitute notice, and in the most 
expedient time possible and without 
unreasonable delay, consistent with the 
legitimate needs of  law enforcement. Until 
SB 24, however, the law has not specified 
the information that notifications under 
Section 1798.82 must contain.

•	 SB 541. In addition, existing California 
law requires certain licensed health 
care facilities to provide notification 
if  a patient’s medical information is 
accessed, used, or disclosed unlawfully or 
without authorization. SB 541 requires 
notification to be provided to the patient 
and to the Department of  Public Health 
(“CDPH”) within five business days after 
the breach is detected, unless notification 
would impede law enforcement’s 
investigation of  the incident. Failure to 
report within the reporting timeframe 
can result in fines of  up to $100 per 
violation, per day for each calendar day 
beyond the five days that the facility failed 
to report the breach. SB 541 does not, 
however, specify the information that the 
notification must contain.10

•	 HITECH Act. Finally, existing federal 
law, the HITECH Act, requires HIPAA 
“covered entities,” such as health care 
providers, to notify a patient whose 
“unsecured protected health information” 
has been, or is reasonably believed 
to have been, accessed, acquired, or 

disclosed as a result of  the breach.11 
Unlike SB 541 and Section 1798.82, 
the regulations implementing the 
HITECH Act currently provide for a 
“harm analysis” in determining whether 
a breach has occurred; no breach 
notification is required if  the covered 
entity determines that the acquisition, 
access, use, or disclosure of  protected 
health information does not pose “a 
significant risk of  financial, reputational, 
or other harm to the individual.”12 The 
HITECH Act requires that the notice 
of  the breach include, to the extent 
possible, the following information: 
1) a brief  description of  what happened, 
including the date of  the breach and the 
date of  the discovery of  the breach, if 
known; 2) a description of  the types of 
unsecured protected health information 
that were involved in the breach (such as 
full name, Social Security number, date of 
birth, home address, account number, or 
disability code); 3) the steps individuals 
should take to protect themselves from 
potential harm resulting from the breach; 
4) a brief  description of  what the covered 
entity involved is doing to investigate 
the breach, to mitigate losses, and to 
protect against any further breaches; and 
5) contact procedures for individuals 
to ask questions or learn additional 
information, which shall include a toll-
free telephone number, an email address, 
website, or postal address.13

IMPLICATIONS FOR PROVIDERS

The attempt to align the amendments to 
Section 1798.82 with the HITECH Act 
provides some additional clarity regarding 
the information breach notifications 
must contain to comply with state law. 
However, even providers that comply 
with the HITECH Act’s substantive 
breach notification requirements will 
remain subject to Section 1798.82’s 
expanded reporting obligations to the 

Attorney General and the Office of  Privacy 
Protection.

In addition, “business associates” 
under HIPAA will remain subject to 
the overlapping, but distinct, breach 
notification content requirements under 
both the HITECH Act and Section 
1798.82, because business associates are not 
exempted under new Section 1798.82(e). 
Licensed health facilities subject to SB 541 
reporting requirements will be subject to an 
additional layer of  potentially overlapping 
breach notification requirements, and 
it is unclear whether a facility breach 
notification to CDPH that complies with 
the content requirements of  the HITECH 
Act and/or Section 1798.82 will be viewed 
as sufficient for purposes of  complying with 
SB 541.

Accordingly, despite the Legislature’s 
apparent attempt to coordinate Section 
1798.82 with other federal and state laws, 
providers and business associates navigating 
breach notification issues remain subject 
to a patchwork of  regulation and will need 
to ensure that breach notifications comply 
with the requirements of  the HITECH Act, 
Section 1798.82, and SB 541, as applicable.

CMIA AMENDED TO REQUIRE 
EHR SYSTEMS TO GENERATE 
DETAILED AUDIT TRAILS

On September 8, 2011, the California 
Legislature passed SB 850, which amends 
California Civil Code Section 56.101 
(Section 56.101) to require EHR systems 
to automatically record and preserve any 
change or deletion of  any electronically 
stored medical information (i.e., 
automatically generate and store detailed 
audit trails). SB 850 also clarifies that 
existing law relating to the destruction 
of  “medical records” applies to “medical 
information,” thus including information 
kept in both physical and electronic form. 
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Governor Brown signed these changes into 
law on October 9, 2011, and they become 
effective January 1, 2012. The final version 
of  SB 850 amended the author’s original 
proposal that the audit trail become part 
of  the patient’s medical record; as passed, 
SB 850 requires only that EHR systems 
generate and store a detailed audit trail in 
a manner consistent with Section 56.101’s 
requirements. Accordingly, some providers’ 
EHR systems already may comply with the 
new audit trail requirements. However, 
some existing EHR systems either may not 
include this functionality, or else may offer 
it only at increased cost to providers.

WHOM DO THESE CHANGES AFFECT?

Section 56.101 is contained within 
California’s Confidentiality of  Medical 
Information Act (“CMIA”). CMIA applies 
to a narrower category of  entities than 
Section 1798.82, including “providers of 
health care,” “health care service plans,” and 
“contractors,” and prohibits these entities 
from disclosing “medical information” 
regarding a patient, enrollee, or subscriber 
without first obtaining an authorization, 
unless an exception applies. In addition, 
Section 56.101, which addresses 
confidentiality of  “medical records,” applies 
to these entities and “pharmaceutical 
companies.”

“Providers of  health care” include any 
“licensed health care professional;”14 and 
any clinic, health dispensary, or health 
facility licensed pursuant to Division 2 
(commencing with Section 1200) of  the 
Health and Safety Code. “Provider of 
health care” does not include “insurance 
institutions” as defined in Section 791.02(k) 
of  the Insurance Code.15

“Health care service plan” means any entity 
regulated pursuant to the Knox-Keene 
Health Care Service Plan Act of  1975 
(Chapter 2.2 (commencing with Section 

1340) of  Division 2 of  the Health and 
Safety Code) (the “Knox-Keene Act”).16

“Contractor” means any person or entity 
that is a medical group, independent 
practice association, pharmaceutical 
benefits manager, or a medical service 
organization and is not a health care 
service plan or provider of  health care. 
“Contractor” does not include “insurance 
institutions” as defined in Section 791.02(k) 
of  the Insurance Code or pharmaceutical 
benefits managers licensed pursuant to the 
Knox-Keene Act.17

“Pharmaceutical company” means any 
company or business, or an agent or 
representative thereof, that manufactures, 
sells, or distributes pharmaceuticals, 
medications, or prescription drugs. 
“Pharmaceutical company” does not 
include a pharmaceutical benefits manager 
(which is a “contractor”) or a provider of 
health care (e.g., a licensed pharmacy).18

Thus, the changes to Section 56.101 
generally will affect most, if  not all, 
health care providers, and may affect some 
“business associates” under HIPAA.

WHAT DO THE CHANGES REQUIRE?

SB 850 enacts three key changes to Section 
56.101:

1.	 Expands Section 56.101 to apply to 
all “medical information,” not just 
“medical records.” SB 850 revises 
Section 56.101, relating to the 
destruction of  medical records, to 
specify that Section 56.101 applies 
to the destruction of  all “medical 
information” (as defined under CMIA), 
rather than just “medical records,” 
clarifying that information held in 
both physical and electronic form is 
subject to Section 56.101’s protections.

2.	 Imposes new access tracking and 
reporting requirements on EHR 

systems. SB 850 imposes two new 
requirements on EHR systems 
and requires that such systems 
a) protect and preserve the integrity 
of  electronic medical information; 
and b) automatically record and 
preserve any change or deletion of 
any electronically stored medical 
information. The record of  any change 
or deletion must include the identity of 
the person who accessed and changed 
the medical information, the date and 
time the medical information was 
accessed, and the change that was made 
to the medical information.

3.	 Conforms patient access rights to 
electronic medical records to federal 
and state laws governing “medical 
information.” SB 850 provides that 
a patient’s right to access or receive a 
copy of  his or her electronic medical 
records upon request shall be consistent 
with current applicable state and 
federal laws governing patient access 
to, and the use and disclosures of, 
medical information.

The new provisions in Section 56.101 
apply to an “electronic medical record” or 
“electronic health record” that meets the 
definition of  “electronic health record,” as 
that term is defined under federal law.19

Negligent failure to comply with 
Section 56.101 can expose providers 
to several potential forms of  liability, 
including 1) a private right of  action 
against the provider for nominal damages of 
$1,000 and/or actual damages sustained by 
the patient; 2) administrative fines of  up to 
$2,500 per violation; and 3) misdemeanor 
charges (if  the violation resulted in 
economic loss or personal injury to a 
patient).20 Knowing and willful violation of 
CMIA can result in a private right of  action 
against the provider, misdemeanor charges, 
and administrative fines of  up to $250,000 
per violation.21
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BACKGROUND TO THE CHANGES

SB 850 ostensibly was intended “to assure 
that EHR systems protect the integrity of 
a patient’s medical records.” The legislative 
history of  SB 850 notes that while using 
EHR systems to eliminate illegible 
handwriting or inexact notes contained 
in records by using a keyboard instead of 
a pen will help reduce errors, “at the same 
time, the potential for errors may actually 
increase if  providers accidentally push the 
wrong button or cut and paste a description 
of  a patient’s symptoms without changing 
relevant details.”22 The bill’s author asserts 
that:

Conflicting records and records 
with missing information make 
it impossible for a health care 
provider to adequately evaluate 
and treat a patient and can 
have egregious consequences. 
Preserving the integrity and 
accuracy of  electronic health 
records is crucial to reducing the 
occurrence of  medical errors. 
Keeping complete and accurate 
records has genuine health and 
safety implications on a patient’s 
well-being and quality of  life. SB 
850 would ensure the accuracy 
and integrity and efficiency of 
electronic health records in order 
to achieve the ultimate goal of 
reducing medical errors.

Current law has failed to assure 
that EHR systems protect the 
integrity of  a patient’s medical 
records. In some situations, 
health care providers have taken 
advantage of  design flaws to cover-
up errors by modifying or deleting 
earlier entries.23

The author then cites examples of  patient 
requests for records resulting in incomplete 
or conflicting responses from providers.

The “failures in current law” that SB 850 
originally intended to address stem from 
the fact that while federal regulations set 
forth standards that must be used whenever 
health information is electronically 
created, maintained, or exchanged, 
including creation of  “access logs” or 
“audit logs,”24 the author’s view was that 
these requirements did not go far enough 
in requiring that changes to the record 
necessarily appear on the face of  the record 
and/or in a user-friendly format. For 
example, the HIPAA Security Rule does 
not require that activity logs document the 
substance of  the change be documented; 
rather, the Security Rule requires only that 
the nature of  the change (e.g., “modified,” 
“deleted”) be documented.25 In addition, 
depending on the content and format of  an 
audit log, such a record may not be part of 
the designated record set to which patients 
have a right of  access under federal law.26 

Accordingly, the bill’s author originally 
sought to address this perceived problem 
by requiring that “the record of  the change 
or deletion shall be made part of  the 
patient’s medical information, and shall be 
accessible upon request of  a patient or his 
or her representative to review the medical 
information.” However, this provision 
was removed in response to criticism from 
several stakeholder groups, including the 
California Hospital Association and the 
California Children’s Hospital Association, 
that the requirement of  integrating 
an access report into a patient’s EHR 
could force EHR companies to develop 
“California-only” versions—which would 
hinder, rather than encourage, adoption of 
EHR technology. In response to the removal 
of  the requirement that the EHR integrate 
an access report into the patient’s medical 
information and make such information 
available to the patient upon request, 
the Assembly Committee on Judiciary 
determined that SB 850, as amended:

would not require that the 
information be provided to the 
patient in a more user friendly 
or readily apparent format [than 
existing federal law]. Rather, 
like federal law, this bill would 
only require that changes and 
alterations be recorded and 
preserved. It may still be the case 
under [SB 850] and under federal 
law, depending on the kind of 
EHR system used, that those 
changes and alterations can only 
be determined by requesting an 
audit log, which may or may not 
be understandable to the patient.27

In addition, after SB 850 was introduced, 
the United States Department of  Health 
and Human Services (“HHS”) proposed 
rule changes to modify the HIPAA Privacy 
Rule and the HITECH Act. These proposed 
changes also address the manner in which 
changes in health information records 
are recorded and disclosed. Among other 
things, HHS is proposing a rule change 
that would provide individuals with a 
right to receive an “access report” that 
indicates who has accessed the electronic 
information. The proposed rules would 
apparently distinguish between “access 
logs,” which would consist of  the raw 
data that the system collects each time a 
record is accessed, and an “access report,” 
which would be “a document that a system 
administrator or other appropriate person 
generates from the access log in a format 
that is understandable to the individual.”28 

IMPLICATIONS FOR PROVIDERS

The original version of  SB 850 would have 
imposed a burdensome new requirement 
on providers that could have required 
EHR vendors to customize their systems 
for California providers to integrate access 
reports into a patient’s electronic record. 
The version of  SB 850 that the Legislature 
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ultimately passed is less onerous, and 
in many respects tracks industry best 
practices and existing federal law, and some 
larger providers, such as Kaiser and the 
VA Medical Centers, have EHR systems 
that already provide many of  the patient 
protections that SB 850 contains. The final 
version of  SB 850 eliminates the originally 
proposed requirement that the record 
of  changes and alterations be integrated 
into the patient’s medical information 
and provided to the patient upon request. 
However, SB 850 still requires the EHR 
to record and preserve the substance, 
and not merely the nature, of  changes 
and alterations to a patient’s electronic 
medical information. Thus, as discussed 
below, despite the Assembly Committee on 
Judiciary’s determination that the amended 
version of  SB 850 is “like federal law,” 
neither existing federal EHR technology 
certification standards nor the proposed 
HIPAA “access report” rule require audit 
logs to record and preserve the underlying 
nature of  changes to a record. 

SB 850 imposes greater requirements than 
existing federal EHR certification criteria. 
The federal criteria for certified health 
information technology (use of  which is a 
prerequisite to achieving “meaningful use” 
that qualifies providers for Medicare and/or 
Medicaid EHR incentive payments) require 
that both “complete EHRs” and “EHR 
modules” contain an audit log function 
which, among other things, must record and 
generate audit logs that track the date, time, 
patient identification, user identification, 
and what actions were taken and by whom 
any time electronic health information is 
created, modified, accessed, or deleted.29 
These criteria do not, however, require an 
EHR to record or preserve the underlying 
substance of  the change to electronic 
health information. Rather, under the 
federal EHR certification standards, it 
arguably would be sufficient to create an 

audit log entry indicating merely whether 
a record had been “created,” “modified,” 
“accessed” or “deleted,” without a clear 
indication of  the substance of  the change. 
By contrast, SB 850’s requirement that an 
EHR “automatically record and preserve 
any change or deletion of  any electronically 
stored medical information” raises the 
question whether an EHR could just 
preserve a log of  the changes, or whether 
it would be necessary to preserve the 
original record—quite different technical 
approaches. 

Similarly, SB 850 imposes greater 
requirements than the HIPAA “access 
report” proposed rule. These proposed 
changes, if  finalized, would not necessarily 
be inconsistent with SB 850, because 
SB 850 addresses the recording and 
preserving of  alterations or deletions in 
the record, and not the format in which 
information shall be presented to the 
patient upon request. However, SB 850 goes 
farther than the HIPAA proposed rule by 
requiring an EHR to record and preserve 
the substance, and not merely the nature, 
of  changes and alterations to a patient’s 
electronic medical information.

Thus, even providers and other entities 
subject to SB 850 that have implemented, 
or are planning to implement, certified 
EHR technology and comply with HIPAA’s 
proposed access report requirements, may 
not comply with SB 850’s requirements. 
This raises questions about whether 
providers and EHR developers will need to 
meet new and different “California-only” 
specifications when implementing EHRs 
within the state. 

In addition, even to the extent SB 850’s 
requirements mirror existing federal 
requirements, the new law may impact 
smaller and/or most cost-constrained 
providers who have adopted, or are 
planning to adopt, EHR technology 

that does not meet federal certification 
criteria. By mandating that EHRs in 
California create and maintain audit logs, 
SB 850 eliminates some of  the flexibility 
that HIPAA affords regulated entities in 
implementing procedures to regularly 
review records of  information system 
activity, and also limits providers’ options 
in deciding what type of  EHR solutions 
to adopt. The federal penalties for failing 
to adopt certified EHR technology do not 
begin to take effect until 2015; while many 
EHR solutions may already incorporate 
audit functions that meet SB 850’s 
requirements, some solutions may not 
incorporate such functions and may be more 
cost-effective solutions for smaller and/or 
more cost-constrained providers for whom 
adoption of  “certified EHR” technologies 
may not yet be in reach. Thus, despite 
the more lenient final version of  SB 850, 
the new law may have the unintended 
consequence of  increasing the near-term 
costs of  EHR adoption for some providers.

CONCLUSIONS

The ongoing tug-of-war between the 
Legislature’s efforts to respond to perceived 
“failures” or “gaps” in state law to expand 
health information protections, on the 
one hand, and the regulated provider 
community’s efforts to maintain consistency 
with federal law and minimize duplicative 
and unduly burdensome requirements, 
on the other hand, continues to result in 
piecemeal legislation that does little to 
improve the privacy or security of  health 
information in California. Rather, as bills 
like SB 24 and SB 850 further fragment 
and complicate the health information 
regulatory landscape, compliance will 
become increasingly difficult and expensive. 
This is a particularly troubling trend as the 
Office for Civil Rights (the branch of  HHS 
responsible for enforcing HIPAA) ramps up 
its enforcement of  HIPAA and providers are 
faced with increasing audits and potentially 



California Health Law News 11

substantial fines.30 Efforts to federalize 
breach notification rules offer a glimmer 
of  hope for providers and other regulated 
entities seeking clarity and uniformity.31 
For the time being, however, providers 
will continue to struggle to comply 
with competing federal and state health 
information regulatory regimes.

ABOUT THE AUTHOR

Paul A. Deeringer is an associate in Hooper, 
Lundy & Bookman’s Business Department. 
Mr. Deeringer’s practice involves health 
care-related business transactions and 
general corporate representation, including 
contracts between hospitals and physicians, 
the purchase and sale of  facilities, and 
general corporate advice. Mr. Deeringer also 
advises clients on various regulatory issues, 
including health information privacy and 
security, telemedicine, online prescribing, 
and issues facing emerging health 
technology companies. He may be reached at 
pdeeringer@health-law.com.

ENDNOTES

1  The author would like to thank Paul Smith, 
Hooper, Lundy & Bookman, PC, and Clark Stanton, 
Hooper, Lundy & Bookman, PC for their helpful 
comments in drafting this article.

2  Cal. Civ. Code § 1798.82.

3  Cal. Civ. Code § 56.01 et seq.

4  Subsequent references herein to an “EHR system” 
shall refer to either an EHR or an EMR system.

5  Health Information Technology for Economic and 
Clinical Health Act of  2009 (“HITECH Act”), Title 
XIII of  Division A and Title IV of  Division B of  the 
American Recovery and Reinvestment Act of  2009 
(“ARRA”), Pub. L. No. 111-5, 123 Stat. 115.

6  The data elements include: 1) Social Security 
number; 2) driver’s license number or California 
Identification Card number; 3) account number, 
4) credit or debit card number, in combination with 
any required security code, access code, or password 
that would permit access to an individual’s financial 
account; 5) medical information (broadly defined as 
any information regarding an individual’s medical 
history, mental or physical condition, or medical 
treatment or diagnosis by a health care professional); 
or 6) health insurance information.

7  Section 1798.82 permits substitute notice in three 
circumstances: 1) if  the cost of  providing notice 
would exceed $250,000; 2) if  the affected class of 
subject persons to be notified exceeds 500,000; or 3) if 
the person or business does not have sufficient contact 
information.

8  Sen. Rules Com., Off. of  Sen. Floor Analyses, 
Analysis of  Sen. Bill No. 24 (2011–2012 Reg. Sess.), 
as amended June 20, 2011.

9  Section 1798.82 also requires that any person or 
business that maintains such data notify the owner 
or licensee of  the information of  any security breach 
immediately following discovery if  the personal 
information was, or was reasonably believed to have 
been, acquired by an unauthorized person.

10  CDPH has, however, issued written guidance 
regarding recommended contents of  SB 541 
notifications. See Cal. Dept. Pub. Health, All 
Facilities Letter 09-03 (July 29, 2009) at p.2 
(“When notifying the department, the facility 
should include the following information: [1] Date 
and time of  reported incident; [2] Facility name; 
[3] Facility address/location; [4] Facility contact 
person; [5] Name of  patient(s); [6] Name of  the 
alleged violator(s); [7] General information about the 
circumstances surrounding the breach; [8] Any other 
information needed to make the determination for an 
onsite investigation”).

(continued on next page)
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11  42 U.S.C. § 17932; 45 C.F.R. § 164.400 et seq.

12  See 42 C.F.R. § 164.402.

13  42 U.S.C. § 17932(f).

14  “Licensed health care professional” means 
person licensed or certified pursuant to Division 2 
(commencing with Section 500) of  the Business and 
Professions Code; any person licensed pursuant to 
the Osteopathic Initiative Act or the Chiropractic 
Initiative Act; any person certified pursuant to 
Division 2.5 (commencing with Section 1797) of  the 
Health and Safety Code. Cal. Civ. Code § 56.05(e).

15  Cal. Civ. Code § 56.05(j).

16  Cal. Civ. Code § 56.05(d).

17  Cal. Civ. Code § 56.05(c).

18  Cal. Civ. Code § 56.05(i).

19  See 42 U.S.C. § 17921(5) (“electronic health 
record” means an electronic record of  health-related 
information on an individual that is created, 
gathered, managed, and consulted by authorized 
health care clinicians and staff).

20  Cal. Civ. Code § 56.36(a), (b), and (c)(1).

21  Cal. Civ. Code § 56.36(c)(2)–(5).

22  Sen. Com. on Judiciary, Analysis of  Sen. Bill No. 
850 (2011–2012 Reg. Sess.) as amended May 2, 2011.

23  Sen. Rules Com., Off. of  Sen. Floor Analyses, 
Analysis of  Sen. Bill No. 850 (2011–2012 Reg. Sess.) 
as amended Sept. 1, 2011.

24  See 45 C.F.R. § 164.308(a)(1)(ii)(D) (required 
administrative safeguards include “[i]mplement[ing] 
procedures to regularly review records of  information 
system activity, such as audit logs, access reports, and 
security incident tracking reports.”).

25  See, e.g., Health Information Technology: Initial 
Set of  Standards, Implementation Specifications, and 
Certification Criteria for Electronic Health Record 
Technology, 75 Fed. Reg. 44590, 44618 (July 25, 
2010) (noting that “[o]ne commenter recommended 
expanding the audit content to include maintaining 
the before-access content of  the information accessed 
as well as the after-access content;” not adopting this 
recommendation).

26  See 45 C.F.R. § 164.501 (definition of  “designated 
record set” limited to records that include protected 
health information and are maintained, collected, 
used, or disseminated by or for a covered entity); 
45 C.F.R. § 164.524 (right of  access under HIPAA 
limited to information contained in “designated 
record set”).

27  Assem. Com. on Judiciary, Analysis of  Sen. 
Bill No. 850 (2011–2012 Reg. Sess.) as amended 
June 22, 2011. The final version of  SB 850, which 
was amended on September 1, 2011, made minor 
clarifying changes.

28  See HIPAA Privacy Rule Accounting of 
Disclosures Under the Health Information Technology 
for Economic and Clinical Health Act, 76 Fed. Reg. 
31436 (May 31, 2011). The proposed rule provides 
that the access report must set forth “(a) The date 
of  access; (b) the time of  access; (c) the name of  the 
natural person, if available, otherwise the name of 
the entity accessing the electronic designated record 
set information; (d) a description of  what information 
was accessed, if  available; and (e) a description of 
the action by the user, if  available (e.g., “create,” 
“modify,” “access,” or “delete”).” Id. at 31437–31438 
(emphasis added).

29  45 C.F.R. § 170.302(r) (audit log implementation 
specification); see also 45 C.F.R. § 170.210(b) (audit 
standards).

30  On November 8, 2011, OCR published on its 
website the details of  its pilot program to perform up 
to 150 audits of  compliance with the privacy, security 
and breach notification standards adopted under 
HIPAA and the HITECH Act between November 
2011 and December 2012. See Office for Civil Rights, 
HIPAA Privacy and Security Audit Program, at  
www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/.

31  Several bills in the current Congress propose 
a national breach notification law. See, e.g., Data 
Security and Breach Notification Act of  2011, S. 
1207, 112th Cong. (2011); Data Breach Notification 
Act of  2011, S. 1408, 112th Cong. (2011); Personal 
Data Protection and Breach Accountability Act of 
2011, S. 1535, 112th Cong. (2011); Personal Data 
Privacy and Security Act of  2011, S. 1151, 112th 
Cong. (2011). All of  these bills are still in committee.
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